Ay
\.54‘,'"

a1"" 22l

21/19 999 991

NI INN NIWI
A ld P ]

21/19 709 99N

NVYPN NP MPNM NYITY >3 1991
0IYY
199251 NDYINN MY )2y

Y1y 84 NN ,1 MHny

:YNNN DYLVLN NIIND PV NXNN (PN




ey
~AHe -

MND"IND NIW

Ml b ] )

21/19 9991 991
3 ettt e e e e ettt e e e e e et eeeas nomMmNn : 1 P79
10 ittt 19PN VPN NNON — AR THON : 2 PI
22 ettt et e et e et e et e et e ettt e e enbeeenteas q0ONIN : 3P
2 et NN YNNI NN ONPIVIPN : 4 P79
27... 39902 1IN DY NYTINN NYAP DY NIRN WNNNN WITHY DINYIN) DINON : 5 P9
2 e et e et e et e et e e entaeens MPYN 1PI2 NNIND 6 PI9
30 ettt ettt ettt ettt et e et e et e e enbreeennes NPT NPV : 7 P9
3 OSSP U PP P PRSP SUUPPPRUUUP DYTINN OO : 8 P9
34..... TYIM PO NTIVN IN YOIMDIN MIYIN DYININ MITIRNIN DTN N NIDI
3 ettt ettt e ettt ettt e et e et eeeaneas TINNNNDI 2 NYD)
30 it NIMNIYN YOPIN DD NN DY PN NMYIN ) NID)
3 e DN DX MNRPOY PIN MY PNYN T NID)
B ettt ettt e nre e 1957 MY AND NON N NAD)
30 e s 1990 DINOT ON AT PNXN 1 NID)
Bl Y2°597 DWINI NPNIIN YD NNOON T NID)
4G ..o (2 979) PARN P92 MVLNANN MYOIITA NTNY DY PASN N NID)
B5 et TN MPNT DY NINNI — 'O NID)
B YSINT NN YNNN 1PN VIV - NAD)
B0 ettt et e et e et et e e nbeeenbaeeenbaeens NN NYNN DNV — /N> NAD)
2 ettt et e et e e ntaeenree e MIVYPNN 050N — 2> NAD)I
B0 ettt MY NADI - 7) NID)
62 i (39992 197 INKD PI) MINA MY 2AND NO - /T NID)
B3 e NPTID NPNYI MIAMNNN - IV NID)
85 e DY T VTYNI MIAMNNN - 10 NID)
67 e PNOP NMDT DY NPNRYI MAPNNM - /1> NID)
B8 e D>PD YV YINIWY NN — N> NAD)
7 e DPYYN YTYIN 1.4.3 N7ON RN — 0> NAD)
78 e (MN2IN) NPIRIPEPNY MYITT -2 NID)
B3 ettt ettt NOIWNN NNN VP -'RD NAD)

DNIN YN YNNIV MDIWAN VI + T DY NTOYNN TON NN VIV -2D NAD)
B et ettt 21771 NN TIT MOIWN

OY1NY 84 NN ,2 TNy

:YNNN DYLVLN NIIND PV NXNN

: TINN



Ay
~AHe -

MND"IND NIW
a1"" 22l

21/19 999 991

nYnMm : 1999

ypy .11
NV MYXN NYIAPY NNIA NN ,1PIIIND WIIN DTN MYNNINI 1M NIND MY
.DMVYO NVOPN NIIWN NIPNM

399199 919191 1993 YA PHN NNNNN 71NN THDN” P93 Y9N WITIN MY NN

DXWINN DMV . T292 NN MIYVN 1T NWIL DXNDNN 11NN YI0DN 1 HNMTPN NIYN**
NV D) DYNYN TN NYHA DOWNNN DMLY TNDY NP NYHOI D) DYNPYN 951 WOl
L1909 0119

X NI NYAL 1.2
nyvy 199NN MIPYan INN
30/12/2019 NONIIN MY PONN DIDID

12:00 | 13/01/2020 | NINAN MYNRY MDY NINK TN

SNPSN HYIND PINRND TPNN 2395 H1AY | MONWYY NIYN NYIND PNINK TYIN
12:00 | 30/01/2020 MYNN NUIND PNINKD TVININ

30/04/2020 199D M1y 99N

AUN DITIINNN TAR DO INIYY IN/ MNTY ,1y5an NNYT DHIPIY 29 Yy IRV NN
39911 PYNa Iwap

myn 1.3

: DTONAY MYNVNN DININ DMWIND P ,1PNDI DY N 11002

NIV — 719907 IN 719907 IN 7NN IN 7MYHN7 IN 71199230 19NN MUY v
.NVYVAY DI NN NDYINN

NN PDVNVIN DTN NT TN NNDN NYNN WINNN G0N — 7PADN” IN 7WISNN”
NSO PPON DI DY MYNN NYIND 13 1IN — 73999)”

3D TP DN, NT 19902 NN INYSN TYUN VNN — 7ADRN PAVN IN 7NNN Y8’/

NN XN X

M2 NOOVUND NNWINN YTX-DY 12N TOM YT-DY PININ TUR ININ — 7INTPNR NI
GIN NYIX IMYIL TUR TOIMN 2NN IMNTPR ININ IR DT NON OIRN P2IvND (791nN)
oW MNPV YT-5Y PININY ININ IR TN TIVNA 27NN OPNTPNR DINRD NOIWND
9970 1PYT I1DDP TWNR) DNV DIIDYINN NN NYOWND DT MITOM

Y702 TPNPNOVA NIVONY SNYWNNN NONN 707N v

Y1y 84 NN ,3 TNy

:YNNN DYLVLN NIIND PV NXNN (PN




Ay
~AHe -

MND"IND NIW
a1"" 22l

21/19 999 991

199190 ’9191 1.4

IN .michrazim@eca.gov.il : 97N¥T MYNNNI ,DDWN KDY ,Yaph 10 19990 NDN NN
11909V MWD INSYNNN YIIN DN IV 1VIT0INN 9NNA
http: /mr.gov.il/OfficesTenders/Pages/default.aspx

YSNN NUINIIN 1.5
SIPOTI VNN NYsNN - .1.5.1
DYNDNN YD 1PN DOPNIY IVIDVA VI - MDIN 29099 qUONIND My .1.5.1.1
D) ININD ,WNNN DYV : PINY 7PDY NNX NVYND 1DIDN TUN ,DOVITIN
SN + G0 ONINY YN NOVYN 7D PAOM NSV
TPYY NNNX NAVYNY DI WK ,DPMY NI [, TI9 YNIN PNNN NYsN .1.5.1.2
JPNN NYSN DALY PIIDM NIYVLN DN ININD WP DY : PIND
NNX NOLYNY IDIDY ,PNNN NYNN NAVYNI MDN) GO ONIND MYN NAVYHN  .1.5.1.3
IN2INDI TI2HN 901 ,37907 OV : IWI TPINNNN NOLYNN ) DY .NOD
7252 120 NOYINN MY HY
PN DN TNN TY DINOY MY MY IN IRIY INITA DYSHN NOWN D 9N .1.5.2
1252 YNNI NPINKL NP NNNYOWI NPON NN
IN (E-mail) ?3990PIN INIT2 IN DP9 YINY NYSN .NINNK 797 D92 NYSH WIHIND PN .1.5.3
90N Yy HY9N — NINN 7973
DY T2 IRDN THPNPN NNINN WNND OINN — NPNIN OIPHN YN0 1 PN Y5 .1.54
T TI0 THONVY M P DINNY -NMYI MMV IN NI2N XN YNNN OX .NNMN
STONDN NHMN NODINA
MONRYD MYNN YTINY DY 1191071 NIINITINY DI DY INYNN YTINY DI DY DINN WNNHN

.MNaNn
mMYSNN AWIN m  .1.6
11999 NYAVA VNVNY 195 — MYNN NVINT PINRN TYINNN ININY XD YWIND ¥ NMYNNN NN
,37 37097 'NN2 M NDINN MYI DX3I901 NND MIDIDN MYSNN 9N 01NN
NYDND POV TPYOIR NPDNI IN DIV INIT MNIYIN MYSNN .NDND NNP DOV
TIYL Y VPN YHYIN KDY TIY NPINND WININ DY .NT PYDI DIPIN TN MYSNN NN2

w3

Y1y 84 NN 4 TNy

:YNNN DYLVLN NIIND PV NXNN (PN



mailto:michrazim@eca.gov.il
http://mr.gov.il/OfficesTenders/Pages/default.aspx

oy
~AHe -

MND"IND NIW
a1"" 22l

21/19 999 991

ND D900 NTYY - 1993 ,IWNN ,D2199H71 NN NNPNY 20 MpPNY OXNNA : 200 NMVYND
MYV D3 YNV KDY MYNN NYIND PNINKD TYINA DMI1INDN NN IR OV NYNNA NTN

Py

NTIAYY HHHON AWNN DY DXPIND NTYY NYINRD MMN NMYXNN MAVYHN NNXNY D N2V
DTN DIPN VTV

WYISND DYLVN WPH WX 1.7

SYOININND IWPN VIR DY : 1PPDTI DXV NN PIND 12) 2NN GIND ¥ 1NN NOVYND
INYT NN T 901 ,0P 90N ,PY DAYV 90N ,ININD WONNT DYV NYNIN
1T 39999 NMIYNA WNNN NYSND WP NPNIND NION IWPN YWINR DN INIVPON

NINWIN DYLVN VP NN .1.8

:YIVPIN INYT MYNNNI IN,02-5084019 : DPO 190D MYNNINI -NINITNN DY IWPN OYSNN
4353 AN53 WX MM DI .DHWY 37 1PN NI NIND  michrazim@eca.gov.il
ST252OK MAINOH

myshowon 1.9

Y9 ND — 12 NIWN XY IN 12 1Y DY IO WONNNIY 91 DD IR/ YNNI PRY HYI INA WNNHD
9210 .39990 NPN YA I 11991 DYP MY 1N INWDD INNK YN NYNN DY INYNN DINOND
IN DIDN YW NYINON NN - M NIYIN DINND NOIN I2YTHN ,NNIND NPOIIN VDD
DTN P2 IN YT DIDID YT NN IN NDAP IR INYID 1) IN DTN OY N0 DN Man
VNN OV TIIY IN MDY IR NIWND XY IR PNY DY IO GNIN DTN ININ TWUND -INWID G0 N
NN

0919°3) MUNY  .1.10
MSAY PINRD TNNN ININY R TY ,NPNIIN INX NNND JNN 10N IWpa MORY .1.10.1
DUNYT MYNNND L DOYY OY1INN 15 NYALA LNONY 95 — NINAN MINY
NN MORY NAPDYD NINKRD TYINN INKD MOIRY MOYO PN .michrazim@eca.gov.il
MYNNAND 1TV DAPNN WO DVRITI I NTND WNNN NPINKL T DVRYITH NI2VN
7252 55407 5PRYTN N2IND
S PPNOY ND2VAY NNONNN 7Y TIN NP2 DY NINIANN MORY .1.10.2

19N2NN NONY NON OMPIPYO [ P9 N
Vona | N

O>7NY 84 7NN ,5 Ty

:YNNN DYLVLN NIIND PV NXNN (PN



mailto:michrazim@eca.gov.il
mailto:michrazim@eca.gov.il

Ay
~AHe -

MND"IND NIW
a1"" 22l

21/19 999 991

MAINIY INDWI DX NON ,NINAN MIRYY 20N XD 12X NDIND MY M WY
995 V9N NN TYIND ,JOIND DYDY MMNNN H7RYTN
NNOYI NINNRD TINN INNRD MIIINY MORYY DNONND ROY NIRYI NNN N1NYIN
2MOM VOMNN PTYOIN NNYT IPIVYD ORNNI ,MONRY
YNYA L, NPOYO NN ONO NP NNNHD MONYD ONMNNY ROY TONYI NININND
LINR Y DYV D10 IN/ NN IRWIND NRIY YN IWND WUNN NNND L NPIMIY
PNTIN DY HOINDM VININ PTYDIN NNYT DIPPYY DRNNI
L3901 NI INA NDN AN MIYD FHIRYI NON NIPNYIN -1DAPNNY MYNYIA aynnna
-MONRYY MYNo DONNNA 399010 DY YINN NOVN -NT NIPNIA . 1PNIDIN DX MDY
9ININA PN .10 YNDN DY NIPINND NOITN PN XD DT ON D) NI 2PNNN NN
DOWINNN MIRYA YD) TUN JNIYII NPNMNDND D¥I0NY NININND NN N YT YD
SINNOIN DT Y YNAY YT IR
NN J2”N 2N52 MIYN PI .T2A92 DRYT MYNHINI INHYY MAIVNM MYNUD
NPNIIN P2 MIVPNNN DIDN 1PIYI MONYY AN MWD D ,N1 WITIN .NPNDWIN
N09TN PN NY D92 ON D) NN DIDNN ONIND TH9) YND PON MIMNIN — WY
UTNN MIYPNNN DIDN NON YV MIPIND
JPON IYPY MYPAN MORYN D30 DNMNNY INX MY 29NNND TIVNHN PN

mIYPNNN NNPN
NNYNNN DN NDNY DINNN DOWTIN 12 TYNIN NN PADN DY MIVPNNN NMPN
952 A PN MIVPNNN GPIN .YITID NMINN NI NN MIYPNNN DI0N DY
29991 2WNN MNMND NYO NYN GPINIY DIPNN OPIND NY
JPATIOPN MIYY OXMN MIYNRIN MIYPNNN MY
N MAYPNN DY NOIN TYN NN PINND MDD NNNIY DM NINND MYID
D> 30,2152 ,NO1Y WTIN NPNIND ,NT PAIYL .DNN DI MY NN MIDN MNPN2
21072 OIVN NYTIND NPDN2 NMNRA PN .ADIND NAPN NN TINND NINIL ON,UNIN
NN PONIN MY ,MADN DNV YAINRD NHIND NIIND DY WTIND NPNIND DY MR
.DMY VNN DY NOYN XD (MOINNN MAID) MIYPNNN NNPN I’NOV 71521 ,0¥9 D52
N, MIYPNNN IN NNV NDD DN L5020 VYONN 12N NDINND MY NN
SY VYONNY DI, MIYPNN TYNRN DY NYTIN .WNRIN D 30 MWD TEO AN T2 HY WN
JUNIND 0P 30 77200 NOINRND MY 7Y AN RPN ,NPNRYIN T

.1.10.3

.1.10.4

.1.10.5

.1.10.6

.1.10.7

111

1111

.1.11.2
.1.11.3

.1.11.4

O>1NY 84 TINN ,6 TNy

:YNNN DYLVLN NIIND PV NXNN (PN



Ay
~AHe -

MND"IND NIW
a1"" 22l

21/19 999 991

balir2annkirid)

1.12

Hayn MM NPRNNY_MYY 200 5 HWIAT NN NIRND MY NN 9 Dy .1.12.1

MY Y921 NTVPNIBY NT 1IN PIN YR DY 7NIIYND PPN NDIDN AN NNYLND
MYV 9ayn MM NPINNY_MYY 50 5 MNIND qQONM TN 1P ON NION
RALT2ah !

NN D¥IY NIONNN NN NPNIND D) TAD2 YTHIN INNND NIND MYYN 9PN 09032y .1.12.2

Sy MINN MINTNAY NINN DY MIYPNNN DODN NNDNA YIAP NY MYV NUon Yo
MIYPNNN 920 DX 2NN DITIND NPNINN TIRYI ,ID 1D .DNDONND YWNN >
DYOPMIOM MTIAYN DY DINN IMNXL DD DOVPNIN N/ MTIAY NN TNND
MYVN 9209 NN NN .TIIHD1N MINDNI YNNI IOVNI XY DN N 1T 19910 XIV)

NYLN PN IN/ NPHVIN NNHD AN YRIN NN NNYL Y0 1PN

P90N NN NITN XY DN YN NANN NPNX IUN D080 9915, MYWn Noonn NN .1.12.3

.DYYVYNIa NONRN

NN PLPNDY 100%-2 NIV D52 19902 NMIYPNNN G0 NN DI THNY NOXWI N»PPINN .1.12.4

PN 9I952) »TY5IN NNYT JIPOYW 79y DI15M MY 952 119N MIVPNNN 9PN
90 DX POPNY INA DNINY L, NPNRTNN DY I MDY XD L WITY .ONIONN NN
MIYPNIN

199190 MAVYN NNIND

MOVYN ,IVIND DXPN VTYNA MY NN 2020 MWW INNRND ,5HD1N AWNN NPNIN 977y
ANIND TIVNAOHHON AWNN DY DTN DTV NYIND P NN 199010

19910 MV
NNYT DIPOW 19 DY -YTN 139102 NXYY INA 139070 NX DVIAD TOIRYI RNIN NPNINN
995 N DYWINNID DD DI DIV 1NN KO NPNIIN DY INDM VIMNN > TYOIN
ND DO NY NIPN DY OOWN XD NPNRTNN LD 1D .NNTPI NYTIN RO INK DM
NITY OOIN DIVIAN 1272 DOWNN NN JITYN NPNTHN .INNIND DIVIAN MIAPYL XINY
2105210 MOAPNT MNIN NN XD M

19910 MY
L3907 99901 I 0971801 DINIDIT IN 19907 7NN YINNN MY NYYOY NPV HD
NN 2NN PIY D¥INDNN 9N NI0IN OT DY OX P2 ,01PYN DN’ NNMNON DI N
ND 12N INMN IRIN NPNTIM NYNNA PTN NYA PIAYNA XY XD NINN TIT 9931 X
.NYSNN NYY095 DYDY DIDY NI 2N

NYSAN 9PN

.1.13

.1.14

.1.15

.1.16

MYSNN NPONY INDM PNINKD TIINDN O 90 TWNY GPINA MONN YN SV NN .1.16.1

STIWNNN I DY NYTIN DXWINND 100N DN DXIDN DY 60 DY NNPNT TINY NOPIN
TYIINN O 90 INKD NN KD 171901 NYIR YIOM) MNNRD NYTIN DAPNN KD DN

O>TNY 84 7NN ,7 Ty

:YNNN DYLVLN NIIND PV NXNN (PN



Ay
~AHe -

MND"IND NIW
a1"" 22l

21/19 999 991

TIPS TIM 7292 2ND2 — INYNN NN DVAY WNNN ORYI ,MYNNIN DYIND NINKD
2NN

D730 NAPNA ,NINIYY IN INYENN 12 NIND INYA 1IN WINNN

NMPN OPD DN DY 90 OIN TY GPININYNN MNN,NININRN NNPNN TN NN YIP)
MIVPNNN

29N 1223 .NAR

,DYININ IN/Y DIPNINSIN NN POON YT DY NNMY DIMPYN ,POIN YN 9
QUN YT OYND,TIVNN DY X TYHAN LOININT VIPD P HIAVN D51 0 KXY NDD
NOMIY TN INA TP IUR YD 19 DIDNN N 19910 DY IV XDV PODN YT HY NN
IN DXMPYN DY NN 902 IN YN IN THDNI WHNY XD NORN PI0N D900
VTN NNVIANX DN DY YRIN) AN NYOINR XD ,0PNINSIN

NONN PADNN VITITY DNPINKD I OMPYN 1NN TONNA D ORYI D TIVNHN
LDXMPYN INND NYPN 2T IR YN, TRDN , 10N 53 P HIpd

MININD N NMITIAYA PNIADY MDY NN PIDY Tyn XY ,PT 992 MNIND GN DY
NNIND DIMPY

TRON YN D3 DY D) DIN DOYY 1T NPT NNINN 2D NNIA WHITI ,POD 0N WND
DN NIN ,DYMPYN 1NN DY WP TIVNN YT DY NN 7905 100N NYNI NN
;N 39900 DY IWPA ROV PADN YT HY INMOY NDNI RSP TH0N Y702 921710 D
Y NDINN HVI 599N NYMIY TON WX YT 191,17 79 DY NINN INPDN IUN YN
9NN PADN DY KV — 555N NONI ITH2 I MIND YN XYY THON YN

/)

NI AR AT HH92Y 9NN NI NN AVN PNIAY DIYPANN MYNNN SUNN
A9 N2)NY) NDYINN MY DY MIYPNNN NN DNDY IVVIPY MNANNNN
39913 99"

GNN YN NN NPPTIAN TONNI NN MITN NINWI 1NN NDINN MWD
NPT 9YNNY MDDYY NMPNA-IN PONY T2 IN MINAN HAPY Y132 ,W8Nn
mMINIAN .NONN DY PN NINIAD YINI NVINNN NYIP MDY 2OV DI2 , MYNNIN
,D°37191H7 NN PIN MRNND N2 WD 179 DD 7292 AN52 MNPN NYNNY
.D751N MNNN D791 NN NNPN

YT INYSNA D D NOIN IWR ,WINN G0N DY DIDAY MDTN NN MNSYD IV TIVNIN
AMDID PN NMNIRY YT DD KD IN NIYLN IN POV

TMONIN PTI T TIVNN PN ST HY NN IN NNV INNM NITTD 71PN D
DT DY IN PADN DY TAVN/TAIY YON 5 NN YT 112 1PN KDY 7252 PN

.1.16.2
.1.16.3

1.17

1.17.1

1.17.2

.1.17.3

.1.17.4

.1.18
.1.18.1

.1.18.2

.1.18.3

.1.18.4

Y1y 84 TINN ,8 TNy

:YNNN DYLVLN NIIND PV NXNN

: TINN



Ay
~AHe -

MND"IND NIW
a1"" 22l

21/19 999 991

95 MDIN NN PADN NN D7D INNN N 7PN ,NIITN DI 9INYN XY )0 10D
.DNNMY DIDNMN 299 NT 1390 29D PRMPNNN

IN YN PON NP NDIND NYSNN DX DIAPO NIMNNNI 172N NDIND MY PN
NN DN9Y FHRYI 1PN NIND MY .7HNN DOPONIIN NMNHYIA ,NOIY NYNN DD
D25 NWNNY IN,MNN DXPON HaAPY ,NYSNN

WINPT NNAT MISOIND NNNY NPNTNY ,NINN PIDN NPOYN IWINNN NOW N2
STA9 INN50N TIN INYSNA YSNY DININA NN ,MIPVYN NOAPD MV DIPNIAINTY
DONDNN DIPN DY INPPY N9 NT 19902 NODY WNNN DY YMANY MIVPNN Do
1Y 19902 WATHIN MVPYN 90

AN DXTYNI VIPIY FIONN TYY MIT NP MIYPNNN DI0N HY MDY NN
.050N2

YN DYTININI TAR DI NINWD IR MINTD PTY0IN INYT DIPOVW 29 DY PIRYA TIVNN
99110 70N wap

NP YOYa NPNY DAMN MPXTIN NN DIANYHN VT YOW XTND PaDn Yy
.9PIN2 5-6 NNIY MINVA

.1.18.5

.1.18.6

.1.18.7

.1.18.8

.1.18.9

.1.18.10

Y1y 84 NN ,2 TNy

:YNNN DYLVLN NIIND PV NXNN

: TINN



Ay
~AHe -

MND"IND NIW
a1"" 22l

21/19 999 991

19PN VPNI9N NNN — VIND TPRPN & 2 P9

995 ¥

1,400-5 MNIYNN NI NWNN MWD SNY MO NIMM NPINRN MYIa
PON APRNN MNDNXY MOIP NM2D 159D HMAD IRNINN MOVYOL DOVNHNYN
0N MPRA NYSIAN MDIWNIN

OOXY97 ;172X NOYIND NIV DAY ARNIND MOVD NN NNIWHNN NPTIINN NN
VNDIIPID NPNINOV DY ND NDDINN MDVNLIX NNX NIIWN NPN ,’D2ADY
SQL 2016 R2 DN »©0D1Y NIVIPM) .NET-2 N2IND 1 NOIYN .SOA NNVPVLIIINA
,Citrix ,WWF ,SAP ,Documentum : DN271 D257 N2 ¥ ,ONA.7DINPIDIN YNIY MYNNNI
.SCCM ,SCOM ,PKI ,Biztalk 2008 ,Exchange 2016 ,Office 2016/7/13 ,Reporting Services ,Olive
Windows 119¥91 NO9YHN NNN DOMOY DXNIYW MAIVY 1) DY MIPNIN NYID NOIWYNN
P2 1ON DM P MOWHN DI NNPN MINN .64bit-) 32bit NINDIN 2016/12 server R2
YMPY MM T NIIWNY 10 Windows NYYIN NIIYN DY DXODIN DD WTND DIV
NIV PP DINIVM 1IN .MM NIND MWD TV DNV NN NYPN
.Windows 2016

7T DMPNMN DOVHNYH ,MYIN DY DN DOWNNWNID NV NIVAND NOIYNN
.DMY DN MIIYNY D27 DIPYNN NPIDNI VITVIND

: INIPY VIVIVY
N'7OY NW!AI D790 ITX DMZ e ERCRL Ieei i
1= ! Enterprise Data Center Internet Data Center

D'MPINN 12 TWUX NLAIXRN TR
mivpnn  BONE BACK

ndwnY vl wnwna TR NNVAINN NYAY? Ynwna TR ndynh?  nNaNnAn TR
nnni awnna n'Muni

291 DYy ppLo 1w o'mix'n D'YnnYn v NIYYXNN2 NIIX'NA D2a0ANn
DNIY'EN "'y D'vxian

n'ann D'Ynnun D0''N"9 D'YNNYni 0IVI'RN
npAyn7?  o"roal DMl
nnIvn
‘ q1X" N1o
‘ NIN'® N1'o0

‘ (Staging) nip'1a nao

‘ noNTn N1Ao

2.1
N

0>y 84 7NN ,10 Ty

:YNNN DYLVLN NIIND PV NXNN (PN

—7

DMITN |

\



Ay
~AHe -

MND"IND NIW
a1"" 22l

21/19 999 991

YTIV PN DIYM DY MDD ,”INMA JARY ,MDIP N0 19790 DY 1IWNNN MWD .0
Windows D002 DYNIWN .SQL 2016 DN DYDY IWIPNN PN MTNYND NNX 9OY
Windows 2012/16 Y7PW Y21 2008 R2

.M NINN MYI NVNN OYHNNYN NX P MINIYND NMY NVNY MIWH MDY )
Windows YN 9¥ MIPMIN 77310 IN VNDIIPND NMNYNOVA PN VN NN MOIWN
.MYaN NVNI Server

MDIP DIVYN YNID 117 12 Web NN MYSNNI 2NN NDKD DOMPY THRYHN TIVNHN 3
M50 YT (NOWNNN DY DIMDVNN NIVW) D/MY MYSHNI MOIP N0 197300 DV
MY MY Dy

.1772599 NOIYNY NIVIPN TIVNN DY YHN YANYNY MIAYND U0 M .0

MY MPIMNN) MOYNNN MM NIND MY DY MDD DIWNNN MOWN YD .V
7022 NN NN NDIND MY DIVNNYNI NINNN .XIN PPN DMWY DPOID
.DMIVY DYPAD MY NN

(929YD NIYNY)— NYITIN NNAYH PNIN 2.2
:ON-PREM moayn  ©w» Nnpng mysn NN NUpan 120 NI M)
: NYDION MY DINIYN Y DIHVD NVOPN
(YN N OVNNYN 2.2.1
RDP w02 by1ab nxyna o099 oownnwn - 97980 2.2.1.1
WD MOIP NI 157D D) DOVNNWYN - (PH0) MOIP NP0 1D 2.2.1.2
Citrix/JUNIPER
mn/DBA/Windows noyna oomn ©wpnwn — NN 7/ Non 2.2.1.3
SAP/nTay
STV NNIOWPNYN 2.2.2
—9oMn 2.2.2.1
91170 YNIYD DIANNNN OPNHN DPAD 2.2.2.1.1
IN DIRD TIND YNV SNIYD DMIANNNN-INY DLDID SUIN 2.2.2.1.2
Y NNINN
— (P0) MOIP N 30 2.2.2.2

NPHNAN YR MIIWNY DIINNNT OONYN OPID 2.2.2.2.1
IN DIRD TING KNIV XNIYD DIANNND IR DLDID SWVIN 2.2.2.2.2
Y NN
: BI moayn — mwdw npaovnnwn 2.2.3
— 9o 2.2.3.1
1999 997 IRNNN DY ("ny27) Bl 1 moayna ownnwn 2.2.3.1.1
(P70) MOIP N»AXD

oY1y 84 7NN ,11 Ty

:YNNN DYLVLN NIIND PV NXNN (PN




Ay
~AHe -

MND"IND NIW
a1"" 22l

21/19 999 991

:DPTA NN — NOWIT NPT OWNPNYN  2.2.4
— 979NN 2.2.4.1
NOWNN PN ONNN 2.2.4.1.1
— PN 2.2.4.2
NOWNNHOPTNOINNN 2.2.4.2.1
1 DINIVUN JY IHNN MIPHNI MNNS  2.2.5
10N 7S P +97980 NdLN 2.2.5.1
2»NIv OONIV 50 2.2.5.1.1
OPVoONIY 15 2.2.5.1.2
29 ONIW 10 2.2.5.1.3
0N9v 20 — o'nnam BI 2.2.5.2
10NV 4,090 DYPD 2.2.5.3
Jump Server—5»n0 NI 2.2.5.3.1

DT 7NV SPIN NN NOIYN DI NDA0Y DRNNA NYNLN 2.2.6

IMTNON 2.2.7

02Ap MPPTANYI 2.2.8

IYPNNN NOPN TYNY MDIN MNDNY QO 1OTY  2.2.9

MOWNN NOYIN DPH MIYPNNN NNPN TYND PADN YW DONITYY NPpnnn 2.2.10
727 NOYIND MY N2

DYNY MIYPNNN NMPN TYND 364X5X12 : PAON YWY 1IN DY MOV NOHN 2.2.11
M NOIND MY NYIL MIIWNN NOYAN

(02D NIIYNY) VLPNIDN NN MYIIT 2.3
: DONAN DXAYYN WX NOIWHNN MPNN DIV 2.3.1
(SOW) N2y nYI1dN NY AR VPN DY NYINN NYNS 2.3.1.1
NTI2Y 7DD + NYIA NN NYHRLN DY (DXVIVIY M) VDN NION 2.3.1.2
DN MNY Oy
TN JPMNY PIIND IXNIN NORNNY IPO NN NTIAYN TINNND PYND 2.3.1.3

Best Practice »9 by mwna
95 DY 1IN DY PADN DY NIV NPINNN 210710 MDY MDD N 2.3.2
$099 1901, NOIYNN Y2209
¥ NADI MOWNN NYYIN  2.3.2.1
SINND NINYY 2.3.2.2
NOIWNY YN NNV MP>Ta 2.3.2.2.1

Y11y 84 7NN ,12 Ty

:YNNN DYLVLN NIIND PV NXNN (PN




Ay
~AHe -

MND"IND NIW
a1"" 22l

21/19 999 991

MOIWNN YD MM NIND MY NN NP INND D) 2.3.2.2.2
N MIYIAYY NPMIN
VINA L (MYITIN NPPIND DD1D) MYITIN M2X20N YI2 NNYHRLN ,NIIWNN MPNN 2.3.3
.0PM97 MYYA DY ,SOW H oNnNNa ,NONINN YIPOY Ty ,NDap M1l
I[E-) 097970 "™MOTYY  ORNN2 NN NNXNN - Y8AD Paon Dy 2.3.4
397970 PO TVH Mav Ty — (CHROME/EDGE
SIEM no9yno mnyT RS 2.3.5
290N Y WNANY DN MOWNN ONNN NNN DI ,0XPNYN MINDDN ONITY YD 2.3.6
IV MDD ITIAYN NMIYYY XNINKD NI YN DNITY .APINN DOONN POND
JN-'N D2 8:00-17:00
XN DWHN IWANNY NN MVYIN YT 4 -5 ININN DY NIITN YNID pavn Dy 2.3.7
SY MAWYNNA TNY NIY YIPNI 1MIN) VIN ,DOVWTN PNOIYN SPINY NITHIM
PO MOPN DIWOM MNT NN, PIDN
NOPNA 90 NOONN .12X5X364 MOIWNN DV NPRNN Y81 PADN NPINNA 2.3.8
TIN NYPNA DAV NI INNRY YN PADN .PIDY NYTIND YN MYV 8 TIN y8ann
SLA v ninK 9y02 09N ORNNA,NYTIND Y3 MYV 24
IPODY MINYTN OOPIND ,NIIVNN MPPNT ORINN PODN PN NPINKD NNPNA 2.3.9
N9IYN 299 Y5 PHYNAY IN JPNY PADN NPINNI .NMDIYND NN 1NN Y DY
,DIYUN NODIN NOYY 005N NYINND NP .NPINND NMPNA HPHpnd TN
PNINN INNI INRIP Y9 DY NI DMPIN MPY 0PN NPRNN MDY
WX - IV MYITIN NIRNNN IR NIIWNAINI )PIPON 2D AONNNY PAON DY 2.3.10
OPNN NNONN NIV TY

(D2WY NVYPN NIIWNY) NNV N 2.4
,Citrix ,CHROME |IE,EDGE o»9797 ,Windows :nbyann m2ava n>»nn 2.4.1

Terminal Server

(D2WD NIIYNY) DIN MY IYSNAN 2.5

YN NNLIAR HMN ,System - MNVN MNID MPTI NIPAYD  2.5.1
McAfee n1an bv SOC-SIEM noyno nT ny 2.5.2

AT arwn N IN2) 529179595 O»NMPN MMT - 2.5.3

On-Line »pwnn »d»nxY Web-Services 2 120 W APLpwnn  2.5.4

129N =~ AINIPYIND MYIINT 2.6

0>y 84 7NN ,13 Ty

:YNNN DYLVLN NIIND PV NXNN (PN




Ay
~AHe -

MND"IND NIW
a1"" 22l

21/19 999 991

MYIT” — 75 NADI ,)709Y MNTAVA 0299YDN Y3 by 79932 MY Y1) W8nn
NDY 990 ,9°30 DY NNY 15 1) DIDPDA NNY 223D — 7(N2IN) NPONIVIPND
A0 1PNV 1195 AUN» VI

Architecture

No change in the topology or the way users are authenticating
Should be scalable

Should be able to work in mode:
e Blocking the user

e Notifying the user
Should be a Server/Agent Technology

Data at Rest - Recorded data must be encrypted

Data at Motion - The communication between the agent to the application
server should be protected by SSL
Should be driven by Event Driven Policy rules.

Should be with Real Time Rules/Alerts.

Should have out of the Box Rules Alerts Library that is configured to
address common typical risky activities
Should collect user’s metadata (mouse clicks, timestamp, uid, process ,file
activity ,user actions ,registry changes ,keyboard activity etc.)

Specify all collected data-items

Specify how Personal Data are not collected

Ability to specify which fields to record in any applications (Windows +
Web in IE, Chrome etc.)

The solution should be able to be used for education - by real time
notification

The solution should be able to be used for awareness - block user activity
upon risky activity and be notified

Should have the ability to record:

e  Only metadata
e Metadata and video

e Metadata and video only when a Security Incident occurs
Detect USB insertion (even allowed media)

Enable Government sector compliance with FIPS-Compliant Windows
Agent

Integration with classification / RMS systems and start recording when uses
vhigh” level classification. Please state which and how

Which other endpoints the system can connect tos (FW, IPS,
Routers/Switches etc.)

GUI

Should have web access portal (Intranet)

1.RecSe

2.RecSe
3.RecSe

4.RecSe
5.RecSe
6.RecSe

7.RecSe
8.RecSe
9.RecSe

10.RecSe

11.RecSe
12.RecSe
13.RecSe

14.RecSe
15.RecSe

16.RecSe

17.RecSe
18.RecSe

19.RecSe

20.RecSe

21.RecSe
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Should provide a risk assessment dashboard / scoreboard

The scoreboard should support anonymization of users and disclose the true
identity upon need and approval

Should system self-monitoring and health check (of system and sub-systems)
dashboard

The user should be able to search for:
e Specific user
e Specific time

e Specific command / activity
Tracking out-of-policy user behavior in Dashboard / scoreboard

Bad behavior notification messages to the end users in real time with user
feedback message capability

Bad behavior desktop blocking notification messages to the end users in real
time with user feedback message capability

View Storage Consumption

Users must be presented with a clear and bold notification that they are being
recorded

Insider Threat
Counter + trends of user’s notifications
Alerts review and workflows process
Ability to trigger blocking of activity
Should have comprehensive built-in alert rules to cover most common risks

Should have quick alert rule tuning features

Access Control
Real time warning messages on user activity
Real time blocking messages on user activity
Real time blocking & auto logoff

Block endpoint per policy
e If policy dictates (when recording clients is unavailable, when

admin blocks user etc.)
Linux — prevent OS commands
Users
2FA integration with MobilePASS
2FA via email
2FA via SMS
2FA integration Web Service API

Allow only specify AD user groups to Login to machine

Reporting
Per

22.RecSe
23.RecSe

24.RecSe

25.RecSe

26.RecSe
27.RecSe

28.RecSe

29.RecSe
30.RecSe

31.RecSe
32.RecSe
33.RecSe
34.RecSe
35.RecSe

36.RecSe
37.RecSe
38.RecSe
39.RecSe

40.RecSe

41.RecSe
42.RecSe
43.RecSe
44.RecSe
45.RecSe

46.RecSe
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e User activity
e Keywords
e Time
e System /[P 7 segment / logical grouping
The solution should have built in reports
The solution should have reports wizard to create new reports

Reports should be scheduled and sent by email

Platform
Deployed Agents:
e  Windows 10 (64-bit)

e Windows Server 2008, 2012, 2016 R2 (64-bit only) and above
Deployed App Server:

e Windows Server 2012, 2016 (64-bit only)
e Linux Servers
Web console:
e Internet Explorer (IE) - 9, 10, and 11
e Google Chrome - 36 and higher
e Microsoft Edge for Windows 10 - 25 and higher
DB Server:
e Microsoft SQL Server 2016
e Indicate expansion methods
e Indicate RAID methods
Recording Time:

e Sufficient storage to accumulate for simultaneously 150 agents 12
hours a day, 364 days for 1 year

e Please indicate formula
The solution should be integrated with McAfee’ SIEM collectors

The solution should be integrated with fraud Detection systems — please
specify which

Record

Record only the specific user’s process/window and produce user activity
information. This »only” affects all below requirements
Record DBA activity (SQL queries etc.)

DBA Firewall (DBA Activity + real time blocking alerts)

Record when the network is down and the application server is not
accessible (offline mode)

Notify the user that he/she is or she being recorded with customized message
all or any part of the session

Record in silent recording mode , so the user will not be aware that he is
recorded.

Record only RDP sessions

47 RecSe
48.RecSe
49 RecSe

50.RecSe

51.RecSe

52.RecSe

53.RecSe

54.RecSe
55.RecSe

56.RecSe

57.RecSe
58.RecSe
59.RecSe

60.RecSe
61.RecSe

62.RecSe
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Record only Citrix sessions

Record local desktop (if specifically approved)

Recording in Color or Gray scale

Record Web uploaded files

Record & track Web downloaded files

Record USB information (model etc)

Record files copied to USB

Record and track files that are saved as from email attachment
Record file copy to cloud folders as “dropbox” etc

Record outlook emails subject, body & attachments (if specifically
approved)
Record Key logging

Identify uid that uses Shared Account

Record in-application specific fields and buttons from any “sensitive”
desktop Windows or desktop Web Applications

For instance, record closing a debt of more than 50,000NIS for ID#
123456789. This require reading the ID field, amount field anf the action
itself

Ability to record only specific users or Active Directory Users group

Ability to exclude Specific Users from being recorded or exclude Active
Directory Users group
Ability to record only specific Applications (white listed)

Ability to exclude Specific Applications from being recorded (black listed)
Record only or exclude specific URL

Record only meta data (no video)

Display messages to users on their desktop upon login (same as 30.RecSe)
View/Monitor live sessions

Ability to view and chat with an online (live) session, chat and terminate
session if needed (optionally)
Remotely lock Live Session (Windows Lock ) by system Admin

Real time preventive message on risky activity (deter users)

Ability to export sessions and send by email for further investigation
Agent should have web service API

Optimized recording — record only when the user is active, not at idle time
Display policy messages on user desktop

Display warning messages on user desktop

Display blocking messages on user desktop

Display blocking messages on user desktop + acknowledgment checkbox

63.RecSe
64.RecSe
65.RecSe
66.RecSe
67.RecSe
68.RecSe
69.RecSe
70.RecSe
71.RecSe
72.RecSe

73.RecSe
74.RecSe
75.RecSe

76.RecSe
77.RecSe

78.RecSe
79.RecSe
80.RecSe
81.RecSe
82.RecSe
83.RecSe
84.RecSe

85.RecSe
86.RecSe
87.RecSe
88.RecSe
89.RecSe
90.RecSe
91.RecSe
92.RecSe
93.RecSe
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Display blocking messages on user desktop + acknowledgment checkbox +

Text comment box 94.RecSe

Close Application at user’s station via Admin 05 RecSe

Logoff from user’s station via Admin 96 RecSe

Linux & Unix —record SSH Session + executed scripts via ssh sessions 97 RecSe
Licensing

Specify licensing modules 98 RecSe
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http://www.btl.gov.il/NR/exeres/D5CE1CB2-BE5D-4434-86E0-BB504446211A.htm?lawid=26200
http://www.mof.gov.il/takam/Pages/horaot.aspx?k=1.4.0.2
http://www.mof.gov.il/takam/Pages/horaot.aspx?k=1.4.0.2
http://www.mof.gov.il/takam/Pages/horaot.aspx?k=1.4.0.2
http://www.mof.gov.il/takam/Pages/horaot.aspx?k=1.4.0.2
http://www.justice.gov.il/Units/YeutzVehakika/NosimMishpatim/Pages/HatimaElectronit.aspx
http://www.moch.gov.il/SiteCollectionDocuments/laws_and_regulations/law_01.pdf
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Architecture

No change in the topology or the way users are authenticating
Should be scalable

Should be able to work in mode:
e Blocking the user

e Notifying the user
Should be a Server/Agent Technology

Data at Rest - Recorded data must be encrypted

Data at Motion - The communication between the agent to the application
server should be protected by SSL
Should be driven by Event Driven Policy rules.

Should be with Real Time Rules/Alerts.

Should have out of the Box Rules Alerts Library that is configured to
address common typical risky activities
Should collect user’s metadata (mouse clicks, timestamp, uid, process ,file
activity ,user actions ,registry changes ,keyboard activity etc.)

Specity all collected data-items

Specify how Personal Data are not collected

Ability to specify which fields to record in any applications (Windows +
Web in IE, Chrome etc.)

The solution should be able to be used for education - by real time
notification

The solution should be able to be used for awareness - block user activity
upon risky activity and be notified

Should have the ability to record:

e  Only metadata
e Metadata and video

e Metadata and video only when a Security Incident occurs
Detect USB insertion (even allowed media)

Enable Government sector compliance with FIPS-Compliant Windows
Agent

Integration with classification / RMS systems and start recording when uses
rhigh” level classification. Please state which and how

Which other endpoints the system can connect tos (FW, IPS,
Routers/Switches etc.)

GUI

Should have web access portal (Intranet)

1.RecSe

2.RecSe
3.RecSe

4.RecSe
5.RecSe
6.RecSe

7.RecSe
8.RecSe
9.RecSe

10.RecSe

11.RecSe
12.RecSe
13.RecSe

14.RecSe
15.RecSe

16.RecSe

17.RecSe
18.RecSe

19.RecSe

20.RecSe

21.RecSe
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Should provide a risk assessment dashboard 7 scoreboard

The scoreboard should support anonymization of users and disclose the true
identity upon need and approval

Should system self-monitoring and health check (of system and sub-systems)
dashboard
The user should be able to search for:

e Specific user
e Specific time

e Specific command / activity
Tracking out-of-policy user behavior in Dashboard / scoreboard

Bad behavior notification messages to the end users in real time with user
feedback message capability

Bad behavior desktop blocking notification messages to the end users in real
time with user feedback message capability

View Storage Consumption

Users must be presented with a clear and bold notification that they are being
recorded

Insider Threat
Counter + trends of user’s notifications
Alerts review and workflows process
Ability to trigger blocking of activity
Should have comprehensive built-in alert rules to cover most common risks

Should have quick alert rule tuning features

Access Control
Real time warning messages on user activity
Real time blocking messages on user activity
Real time blocking & auto logoff

Block endpoint per policy
e If policy dictates (when recording clients is unavailable, when

admin blocks user etc.)
Linux — prevent OS commands
Users
2FA integration with MobilePASS
2F A via email
2FA via SMS
2F A integration Web Service API

Allow only specify AD user groups to Login to machine

22.RecSe
23.RecSe

24.RecSe

25.RecSe

26.RecSe
27.RecSe

28.RecSe

29.RecSe
30.RecSe

31.RecSe
32.RecSe
33.RecSe
34.RecSe
35.RecSe

36.RecSe
37.RecSe
38.RecSe
39.RecSe

40.RecSe

41.RecSe
42 .RecSe
43.RecSe
44.RecSe
45.RecSe
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0P N0 Reporting
Per o 46.RecSe
e User activity
e Keywords
e Time
e System s IP 7 segment / logical grouping
The solution should have built in reports 47 RecSe
The solution should have reports wizard to create new reports 48.RecSe
Reports should be scheduled and sent by email 49 RecSe
0P NY/0»P Platform
Deployed Agents: 50.RecSe

e  Windows 10 (64-bit)

e  Windows Server 2008, 2012, 2016 R2 (64-bit only) and above
Deployed App Server:

e Windows Server 2012, 2016 (64-bit only)

e Linux Servers
Web console: 51.RecSe

e Internet Explorer (IE) - 9, 10, and 11
e Google Chrome - 36 and higher

e Microsoft Edge for Windows 10 - 25 and higher
DB Server: 52.RecSe

e  Microsoft SQL Server 2016
e Indicate expansion methods

o Indicate RAID methods
Recording Time: 53.RecSe

e Sufficient storage to accumulate for simultaneously 150 agents 12
hours a day, 364 days for 1 year

e Please indicate formula

The solution should be integrated with McAfee’ SIEM collectors 54 RecSe

The solution should be integrated with fraud Detection systems — please
) X 55.RecSe
specify which
0P NY/O»P Record

Record only the specific user’s process/window and produce user activity
. : . ) 56.RecSe
information. This »only” affects all below requirements

Record DBA activity (SQL queries etc.) 57 RecSe

DBA Firewall (DBA Activity + real time blocking alerts) 58 RecSe

Record when the network is down and the application server is not
X . 59.RecSe
accessible (offline mode)
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Notify the user that he/she is or she being recorded with customized message ;45 RecSe
all or any part of the session
Record in silent recording mode , so the user will not be aware that he is ;1 pacge

recorded.

Record only RDP sessions 62.RecSe
Record only Citrix sessions 63.RecSe
Record local desktop (if specifically approved) 64.RecSe
Recording in Color or Gray scale 65.RecSe
Record Web uploaded files 66.RecSe
Record & track Web downloaded files 67 RecSe
Record USB information (model etc) 68.RecSe
Record files copied to USB 69.RecSe
Record and track files that are saved as from email attachment 70.RecSe
Record file copy to cloud folders as “dropbox” etc 71 RecSe
Record outlook emails subject, body & attachments (if specifically -, po.qo
approved)

Record Key logging 73.RecSe
Identity uid that uses Shared Account 74 RecSe

Record in-application specific fields and buttons from any “sensitive” ¢ po.ge
desktop Windows or desktop Web Applications ’

For instance, record closing a debt of more than 50,000NIS for ID#
123456789. This require reading the ID field, amount field anf the action

itself

Ability to record only specific users or Active Directory Users group 76 RecSe
Ability to exclude Specific Users from being recorded or exclude Active 5, po.ge
Directory Users group '
Ability to record only specific Applications (white listed) 28 RecSe
Ability to exclude Specific Applications from being recorded (black listed) -6 RocSe
Record only or exclude specific URL 80 RecSe
Record only meta data (no video) 81 RecSe

Display messages to users on their desktop upon login (same as 30.RecSe) g5 RecSe
View/Monitor live sessions 83 RecSe

Ability to view and chat with an online (live) session, chat and terminate
A . 84.RecSe
session if needed (optionally)

Remotely lock Live Session (Windows Lock ) by system Admin 85.RecSe
Real time preventive message on risky activity (deter users) 86.RecSe
Ability to export sessions and send by email for further investigation 87 RecSe
Agent should have web service API 88.RecSe
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Optimized recording — record only when the user is active, not atidle time g5 pocge

Display policy messages on user desktop 90.RecSe
Display warning messages on user desktop 91 RecSe
Display blocking messages on user desktop 92 RecSe

Display blocking messages on user desktop + acknowledgment checkbox o3 RecSe

Display blocking messages on user desktop + acknowledgment checkbox + o4 RocSe
Text comment box )

Close Application at user’s station via Admin 95 RecSe

Logoff from user’s station via Admin 96 RecSe

Linux & Unix —record SSH Session + executed scripts via ssh sessions 97 RecSe
0P NY/0»P Licensing

Specify licensing modules 98 RecSe
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99.RecSe

100.RecSe

101.RecSe

102.RecSe

103.RecSe

104.RecSe
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